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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v0.7.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v0.7.0 Study on the security aspects of the next generation system
3
Rationale

As efficiency is a critical element for whatever primary authentication solution is chosen for 3GPP 5G access, Huawei believes that EPS-AKA with enhencements is best suited as a primary authentication for 3GPP 5G NR access.   

MASA enhancement to EPS-AKA provides the following advantages over current EPS-AKA. These enhancements can be accomplished during MASA initial authentication procedure:

· Provides the home network operator full control over its subscribers by allowing HN to authenticate the subscriber during the first initial attach to the network.

· Provides privacy protection to the subscriber and UE longterm identifiers, IMSI and IMEI. In addition, it provide  a secure and confidentially protected mechanism to deliver a home based Globally Unique temporary (HGUTI) identifier to be used to identifiy the subscriber and eliminate the need to exchanging the subscriber long term identifier (IMSI).
· It meets the LI requirement while maintaining IMSI and IMEI privacy all the time.

· Provides a solution that allows the serving network to deliver its public key to the NG-UE in a secure and trusted mechanism which does not require the deployment of a global PKI.

· Provides a secure and confidentially protected channel between the NG-UE and its home operator that allows the home operator to update the NG-UE with security policy, renogtiate security algorithms, deliver HGUTI, etc.

· Provide a modular approach which utilizes EPS-AKA for re-authentication while allowing the possibility to support DH solution for generating UE-SN session keys.

· Support legacy USIM to access 5G NR while providing a smooth migration of legacy USIM to the 5G USIM.
With all of MASA enhancements to EPS-AKA in comparison to the associated cost, Huawei is in favour of supporting the standridzation of MASA enhancements to EPS-AKA as a primary authentication over 3GPP 5G NR access.
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Detailed proposal
***************Start of Change 1****************
…………

E.2.1 Questions and Agreements for Key Issue #2.1 Authentication Framework

E.2.1.0 Questions in other clauses affecting this key issue

tba
E.2.1.1 Support for AKA and its variants for primary authentication

E.2.1.1.1 Description of Question

Question: shall the 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*. 

In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
E.2.1.1.2 Agreement


· MASA enhancements to EPS-AKA as described in solution 2.12 shall be supported as a primary authentication for 3GPP 5G NR access. 
………………..
***************End of Change 1****************
